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OPERATIONAL RESILIENCE Requirements

As a regulated entity, Ardonagh is required to ensure that its suppliers, and their supply chain, have appropriate risk management procedures and systems in place. This Operational Resilience Requirements framework sets out Ardonagh’s minimum requirements in relation operational resilience.
Pursuant to the Agreement between Ardonagh and the Supplier, the Supplier agreed to comply with Ardonagh’s policies and requirements and this Operational Resilience Requirements framework is deemed to form part of the Agreement.

Definitions

In this Framework:

Affiliate means, in respect of a Party, any member of that Party’s Group except the Party itself.

Agreement means the agreement between Ardonagh and the Supplier to which this Operational Resilience Framework relates.

Applicable Law means any laws, regulations, regulatory policies, obligations, guidelines or rules (including codes of principles contained in such rules), applicable to the existence or operation of the Agreement or the provision of, and payment for, the Services, or Ardonagh, the Supplier or any of its Sub-Contractors or Affiliates, from time to time.

Ardonagh Data means all data, information, text, drawings or other materials which are embodied in any electronic or tangible medium of Ardonagh to which the Supplier has access during the term of the Agreement, including any Ardonagh Personal Data. For the purpose of this Framework, Ardonagh Personal Data means the Personal Data Processed by the Supplier on behalf of Ardonagh or the Ardonagh Group under or in connection with the Agreement. Personal Data and Processed have the meanings given to each phrase under Data Protection Law;

Ardonagh Resilience Framework means Ardonagh's planning, processes and procedures which govern risk management and resilience in respect of its (and each of its Group Company's) business, operations and systems from time to time (including business continuity, disaster recovery, crisis management and Operational Resilience).

Business Continuity Plan means Supplier's business continuity plan relating to: (a) the Services; (b) Supplier's other obligations under the Agreement; and (c) Supplier's business and operations (including in respect of the Systems), which plan includes planning for, testing and maintaining appropriate processes and procedures to ensure the continued uninterrupted provision of the Services in accordance with the Agreement upon the occurrence of a Resilience Event.  

Business Day means Mondays through Fridays, inclusive, but excluding bank and public holidays in England.

Change means any variation to the Services or to any other terms of a particular SOW or other terms of the Agreement.

Change Control Procedure means the procedure governing any variation to the Services or to any other terms of a particular SOW or other terms of the Agreement as described in the Agreement.

Client Regulated Person means any regulated person or entity to which Ardonagh or any member of Ardonagh Group provides, whether directly or indirectly, services or acts as agent of, or on behalf of that person, and includes any insurer or broker.

Confidential Information means any information, however and whenever conveyed or presented, that relates to the business, affairs, operations, customers, processes, budgets, pricing policies, product information, strategies, developments, trade secrets, know-how, personnel and suppliers of the disclosing Party, together with all information derived by the receiving Party from any such information and any other information clearly designated by a Party as being confidential to it (whether or not it is marked "confidential"), or which ought reasonably be considered to be confidential, including, in the case of Ardonagh, any Ardonagh Data.

Components means each of the following components of the Resilience Framework: (a) the Business Continuity Plan; (b) the Disaster Recovery Plan; and (c) the Crisis Management Plan, whether all or any of such Components form part of the same plan, policy or document or separate plans, policies or documents.

Crisis Management Plan means Supplier's crisis management plan relating to: (a) the Services; (b) Supplier's other obligations under the Agreement; and (c) Supplier's business and operations (including the Systems), which plan includes details of how Supplier, its Personnel and Subcontractors will organise to respond to a Resilience Event, applicable governance processes (including the establishment, management and operation of response and crisis teams) and identification of persons and methods of communication (including to Ardonagh), in respect of any Resilience Event, and the approach for planning for, testing and maintaining the processes and procedures relating to the same.  

Data Protection Law means all applicable data protection and privacy legislation, regulations and guidance including Regulation (EU) 2016/679 (the "General Data Protection Regulation" or the "GDPR") and the Data Protection Act 2018 (or, in the event that the UK leaves the European Union, all legislation enacted in the UK in respect of the protection of personal data) and the Privacy and Electronic Communications (EC Directive) Regulations 2003; and any guidance or codes of practice issued by any Data Protection Regulator from time to time (all as amended, updated or re-enacted from time to time).

Disaster Recovery Plan means Supplier's disaster recovery plan relating to: (a) the Services; (b) Supplier's other obligations under the Agreement; and (c) the Systems, which plan includes planning for, testing and maintaining appropriate processes and procedures to ensuring the continued provision of the Services in accordance with the Agreement on the occurrence of a Resilience Event which impacts or may impact the Services.

Effective Date means the date that the Agreement came into force.

Good Industry Practice means the exercise of the degree of skill, care, prudence and timeliness which would be expected from a reasonably and suitably skilled, trained, experienced and efficient person engaged in providing a similar range of services to the Services and under the same or similar circumstances and shall, without prejudice to the generality of that term as so defined in this Framework, be interpreted to include: (a) compliance with the Resilience Principles, whether or not directly binding on Supplier, Ardonagh, any member of Ardonagh's Group, or the provision of the Services (including any Important Business Services), or any part of them; (b) relevant international standards and Applicable Laws relating to Resilience.

Group means, in respect of a Party, any direct or indirect holding company from time to time of that Party and any direct or indirect subsidiary from time to time of that Party, or any direct or indirect holding company or subsidiary of any such holding company or any such subsidiary (and “holding company” and “subsidiary” shall have the meanings given to them in section 1159 of the Companies Act 2006).

Impact Tolerances means the maximum tolerable level of disruption to an Important Business Service as measured by a length of time and any other relevant metrics, including the RTO and RPO.

Important Business Services (“IBS”) means any service provided by Ardonagh or any member of its Group or any Client Regulated Person, or by another person on behalf of Ardonagh or any member of Ardonagh's Group or any Client Regulated Person, to one or more clients of Ardonagh or any of its Group or any Client Regulated Person that, if disrupted, in the opinion of Ardonagh, could: (a) cause material levels of harm to any one or more of Ardonagh's, any member of its Group's or any Client Regulated Person's clients or customers; or which is recurring or systemic in nature; (b) pose a risk to the soundness, stability or resilience of the UK financial system or the orderly operation of the financial markets; or (c) pose a risk to Ardonagh's, any member of its Group's or any such Client Regulated Person's safety or soundness; or (d) pose a risk to an appropriate degree of protection for those who are or may become Ardonagh's, any member of its Group's or any such Client Regulated Person's customers or policyholders.

Intellectual Property Rights or IPR means any and all intellectual property rights of any nature whether registered, registerable or otherwise, including applications for, and renewals or extensions of such rights and all similar or equivalent rights or forms or protection in any part of the world, including patents, utility models, trade marks, registered designs and domain names, applications for any of the foregoing, trade or business names, goodwill, copyright and rights in the nature of copyright, rights in computer software, design rights, rights in databases, moral rights, rights in confidential information (including Know-How and trade secrets) and any other intellectual property rights.

Know-How means all the ideas, designs, documents, diagrams, information, devices, technical and scientific data, secret and other processes and methods used in connection with a Party’s business, as well as, all available information regarding marketing and promotion of the services of a Party, as well as, all and any modifications or improvements to any of them which do not constitute entirely new service.

Operational Resilience means, in respect of any person, service or activity, the ability to prevent, adapt, respond to, recover and learn from operational disruptions to that person, service or activity, including in the event of a severe but plausible disruption to its operations.

Parties means Ardonagh and the Supplier collectively and “Party” shall mean any one of them as determined by the context.

Personnel means officers, directors, employees, workers and agents (including any persons hired as consultants or contract staff) engaged from time to time by the Supplier, Sub-Contractor or any Affiliate  of the Supplier, to perform the Services.

Regulator means any regulator or regulatory body (including but not limited to the Financial Conduct Authority, the Prudential Regulation Authority and the Data Protection Regulator) to which Ardonagh is subject from time to time or whose consent, approval or authority is required so that Ardonagh and/or a Third Party Beneficiary can lawfully carry on its business;

Resilience Event means: (a) any event or circumstance (including any Incident) which has or may adversely impact in any manner which is not de minimis the Services, the Systems (including the Supplier Systems), Confidential Information or Ardonagh Personal Data of Ardonagh or other personal data processed by Ardonagh or any member of its Group, Ardonagh Data, Ardonagh Products, Ardonagh Property, Materials or the performance by Supplier of its obligations under the Agreement; or (b) any event or circumstance which triggers the implementation or execution of the Resilience Framework or any Component or part thereof, and includes, for the avoidance of doubt, any Cyber Incident, any data breach, any significant technological failure, the inability to access premises or systems, and disproportionate loss or unavailability of key Supplier Personnel. 

Resilience Framework has the meaning given to it in paragraph 3.1 of this Framework.

Resilience Objective means, in respect of any person, service, activity or system: (a) the maintenance of the continued, uninterrupted and unimpacted operation or performance of that person, service, activity or system notwithstanding any events or circumstances which may adversely impact the operation or performance of the same; and (b) where the continued, uninterrupted and unimpacted operation or performance of that person, service, activity or system is not achieved, the mitigation of any adverse impacts on and the recovery of and restoration of, that person, service, activity or system immediately or as soon as reasonably practicable, and in any event, in accordance with the applicable Impact Tolerances (in respect of any Important Business Services or any Services which form a part thereof) and in accordance with the Agreement (including any applicable RTOs and RPOs set out in the Agreement), and includes the robust planning, processes, testing, procedures and learning to achieve such objective.  

Resilience Principles means all laws, regulations, codes of practice or conduct, industry guidance, standards or principles in the jurisdictions in which Ardonagh or any member of its Group are incorporated or operate which relate to resilience or risk management (including Operational Resilience, business continuity, disaster recovery and/or crisis management) whether constituting: (a) Applicable Laws applicable to Ardonagh, or any member of its Group or any Client Regulated Person or Supplier; or (b) Good Industry Practice for seeking to ensure high standards of resilience in respect of any business, operations or services, and including those set out in the UK PRA Rulebook and the UK FCA Handbook, in each case as amended, supplemented or replaced from time to time and whether or not directly applicable to Ardonagh or any member of its Group.

Resilience Representative has the meaning given to it in paragraph 2.3.

RPO means, in respect of the Services (or any part thereof), the maximum period of time that may pass during a Resilience Event before the quantity of data lost during that period exceeds Ardonagh's maximum allowable threshold or “tolerance”, as such period of time is set out in Item 2 of this Framework.

RTO means, in respect of any of the Services (or any part thereof), the maximum period of time following any disruption to the Services (or any part thereof) within which the Services (or the relevant part thereof) must be restored to full operation (including in accordance with the Service Levels and the Agreement), as such period of time is set out in Item 2 of this Framework.

Services means the services, activities, functions and responsibilities to be performed and provided by the Supplier to Ardonagh as set out in the Agreement.

Service Level means in respect of a Statement of Work, a qualitative and quantitative performance level required to be achieved by the Supplier in respect of the Services, as appended to the relevant Statement of Work.

Single Point of Failure means any point in, or part of, a system, whether an information technology system or a service activity or process that, if it fails to work correctly, leads or may lead to the failure of the entire or any material part of a system or services to which that point or part is a component.

Specifications means Ardonagh’s specific requirements (both functional and technical) with respect to the Services described in a Statement of Work, which may be amended from time to time in accordance with the Change Control Procedure.

Statement of Work or SOW means a statement of work in the format and including the information detailed in the Agreement, which shall form part of the Agreement and which describes details of the Services to be provided by the Supplier to Ardonagh under the Agreement, including the relevant Specifications;

Sub-Contractor means any third party to which the Supplier subcontracts the performance of any of the Services under the Agreement.

Systems means all computer hardware, software, networks and other assets which include embedded technology owned or used by the Supplier, its Affiliates, Personnel or Sub-Contractors in the provision of Services.

Term means the period of the Initial Term (as defined in the Agreement), as may be varied by: (a)	any extension to the Agreement (pursuant to the Agreement); and (b)	the earlier termination of the Agreement in accordance with i ts terms.
Test Period has the meaning given to it in paragraph 4.1.

Introduction and Governance
Background. Ardonagh and/or members of Ardonagh's Group are regulated by the UK Financial Conduct Authority (the FCA) and/or other Regulators in other jurisdictions in which it or they operate. As such, Ardonagh and/or members of Ardonagh's Group: (a) are subject to general and specific regulatory principles which require that Ardonagh and/or members of Ardonagh's Group to have in place systems and controls to manage and mitigate operational and other risks within their business, including in a manner which preserves operational and other resilience and the continued operation of Ardonagh's and Ardonagh's Group's business and operations without interruption (or with minimal interruption), including in the event of the occurrence of events or circumstances which may adversely impact Ardonagh's and/or any member of Ardonagh's Group's business or operations; and (b) may also be subject to obligations, instructions and requirements relating to resilience and risk management (including business continuity, disaster recovery, crisis management and Operational Resilience), including contractual obligations with Client Regulated Persons which flow-down such Client Regulated Person's regulatory and other requirements to Ardonagh and the relevant members of Ardonagh's Group or enable the Client Regulated Person to give Ardonagh and/or any member of Ardonagh's Group binding (or otherwise) instructions in respect of the same.  This Framework forms part of Ardonagh's and/or members of Ardonagh's Group's policies, processes and requirements in respect of resilience and risk management. Supplier has been identified by Ardonagh as a provider of services which supports or forms part of one or more of Ardonagh’s Important Business Services.

[bookmark: _Ref119656100]Resilience Components. Ardonagh Group's approach to "resilience" of its business and operations (of which the Services and this Framework and the Agreement forms a part) comprises the following components: (a) business continuity; (b) disaster recovery; (c) Operational Resilience; and (d) crisis management, each of which should be reflected in the Resilience Framework. 

[bookmark: _Ref190950101]Resilience Representative.  Each Party shall appoint a suitably qualified, experienced and duly authorised individual (who, in the case of Supplier, shall be a member of its senior management team), who shall be responsible for liaising and maintaining regular contact with the other Party's representative for all matters relating to resilience and the matters envisaged by this Framework, (such individual in respect of a Party, the Resilience Representative).  Each Party's Resilience Representative shall be as set out in Item 1 to this Framework, or where no such individual is so set out, shall be notified by a Party to the other Party no later than 10 Business Days after: (a) the Effective Date; or (b) following a request by the other Party.  A Party may change the identity of its Resilience Representative on not less than 20 Business Days' notice in writing to the other Party.  

Governance. Each Party's Resilience Representative (and such other relevant Supplier Personnel and Ardonagh Personnel as Ardonagh may reasonably request) shall hold periodic reviews on a quarterly basis during the Term to discuss: (a) all Resilience Events that have affected Supplier or the Services in the previous quarter and the steps taken by or on behalf of Supplier to respond to, mitigate and/or resolve such Resilience Events and the success (or otherwise) of such steps; (b) discuss the adequacy and operation of the Resilience Framework and, at the request of Ardonagh, Ardonagh Resilience Framework; and (c) any other matters relating to resilience, risk management and/or the Resilience Objective (including in respect of the Systems, the Services and the business and operations of Supplier, Ardonagh and its Group) as Ardonagh or Supplier may reasonably request.

Planning 
[bookmark: _Ref135070446]Resilience Framework. Supplier shall create, document, maintain and keep up-to-date written planning, processes and procedures (such planning, processes and procedures, the Resilience Framework) which govern the resilience of: (a) the Services; (b) the performance of Supplier's other obligations under the Agreement; (c) Supplier's business and operations; and (d) the systems, processes, Intellectual Property Rights and Supplier's Personnel used to provide the Services and perform Supplier's other obligations under the Agreement.  Supplier shall at all times during the Term implement and otherwise comply with the Resilience Framework in accordance with its terms.

[bookmark: _Ref110788740]Requirements. The Resilience Framework shall: (a) be adequate to enable the provision and continued provision of the Services in accordance with the Agreement (including in accordance with any applicable Impact Tolerances, RTOs and RPOs set out in the Agreement); (b) comply with Good Industry Practice; (c) reflect the principles and requirements of the Resilience Principles and such reasonable requirements of Ardonagh from time to time in respect of resilience and risk management (including business continuity, disaster recovery, crisis management and Operational Resilience) which are notified to Supplier by or on behalf of Ardonagh from time to time; (d) clearly define and document the escalation and communication process to be adopted in the event of a Resilience Event; (e) cover each component of Resilience, being business continuity, disaster recovery, Operational Resilience and crisis management; and (f) set out clear triggers in respect of each Component which are at least reflective of Good Industry Practice.  It is acknowledged and agreed that the Resilience Framework may comprise one or more policies or documents (for example, separate or combined policies on each of business continuity, disaster recovery, crisis management and Operational Resilience) provided that the policies and documents for each component of Resilience must be consistent with, and properly interface with and operate with, each other and comply with the provisions of the Agreement. 

[bookmark: _Ref126836816]Provision and Inspection.  Supplier shall provide a summary of the Resilience Framework to Ardonagh: (a) no later than 10 Business Days following the Effective Date and each anniversary of the Effective Date; (b) thereafter, promptly (and in any event within two (2) Business Days) following a request from Ardonagh; and (c) following any changes to the Resilience Framework which are material in any respect.  Such summary shall provide sufficient information to allow Ardonagh to assess the Resilience Framework, Supplier's compliance with this Framework and any changes to the Resilience Framework. Without prejudice to the foregoing, the Supplier shall permit Ardonagh to inspect the Resilience Framework at the premises of the Supplier in the United Kingdom: (a) at least once in any 12 month period; (b) following any change to the Resilience Framework; and (c) as reasonably required by Ardonagh for the purposes of complying with the Resilience Principles and the preparation, maintenance and update of Ardonagh Resilience Framework. 

Changes and Updates. Supplier shall maintain the Resilience Framework in accordance with Good Industry Practice and update the Resilience Framework: (a) at least annually; (b) in accordance with Good Industry Practice; (c) to reflect changes to the Services, the Systems, Ardonagh's or its Group's business, Supplier's or its Group's business, the technology, manner or means by which the Services are provided, and external or internal risk factors (including developing and changing risks to the Services, the business of Supplier or any member of its Group such as cyber attacks, fire, natural disasters, pandemic or otherwise), in each case, other than to the extent de minimis (in aggregate); (d) as reasonably requested by Ardonagh from time to time; and (e) as required to remove any weaknesses or issues identified in, or to reflect any lessons learnt following, any testing of the Resilience Framework. Supplier shall put in place processes and procedures to ensure that changes to the Resilience Framework are reflected as soon as reasonably practicable given the nature of the relevant change. Supplier shall notify Ardonagh promptly in writing each and every time the Resilience Framework is amended or updated in any material respect, including where such amendment or update has or may impact on the provision or receipt of the Services, the Systems or Ardonagh or any service recipient. Supplier shall ensure that any change(s) (whether alone or in aggregate) made to the Resilience Framework shall not degrade the ability of Supplier to: meet the Resilience Objectives (including in respect of the Systems, the Services and the business and operations of Supplier, Ardonagh and its Group) and to continue to provide the Services and perform its other obligations under the Agreement during any Resilience Event, including compliance with any applicable Impact Tolerances, RTOs and RPOs set out in the Agreement in respect of the Systems, Services or any part thereof.  

Design. Supplier shall in any event design, implement and operate the Services and the Systems so as to demonstrate and ensure the resilience of the Services and the Systems and to minimise and mitigate the effects of events which might otherwise materially affect the provision or receipt of the Services. Without prejudice to the generality of the foregoing, (a) Supplier shall design all Systems and Services to avoid any Single Point of Failure with contingencies included by design; and (b) Supplier warrants and undertakes that there are no Single Points of Failure in the Services or Systems.

Training. Supplier shall ensure that all Supplier Personnel involved in performing the Services or Supplier's other obligations under the Agreement: (a) have received and understand; and (b) are trained, in accordance with Good Industry Practice, on all aspects of the Resilience Framework, such that they understand their roles and duties in the event of a Resilience Event and such that the Resilience Objective in respect of the Services, the Systems and the business and operations of Supplier is met.  Supplier shall assess and test as part of the testing referenced in paragraph 4 below, the adequacy of such training.

[bookmark: _Ref126761109]Testing 
[bookmark: _Ref190951730]Testing. Supplier shall undertake testing of each of the Components of the Resilience Framework: (a) at least once in every 12 month period (each, a Test Period) during the Term (or more frequently as may be required by Good Industry Practice or the Resilience Principles); and (b) promptly following any change to the Systems, Services or any technology, manner or means of the provision of the same or any internal or external risk factors that are material in any respect.  It is acknowledged that testing of different Components may be undertaken at different times during the Test Period. 

Testing Requirements. Supplier shall: (a) ensure that each of the Components of the Resilience Framework are successfully tested in accordance with: Good Industry Practice, the Resilience Principles, the reasonable requirements of Ardonagh from time to time; (b) procure that a reasonable number of authorized personnel of its highest-level operational resilience, business continuity, disaster recovery and crisis management team(s) shall participate in the testing of the Resilience Framework (and each Component thereof); (c) Supplier shall ensure that no testing of the Resilience Framework has any unplanned adverse impact which is not de minimis on the provision of the Services or the performance of any of Supplier's other obligations under the Agreement and, in respect of any planned adverse impact, that such planned adverse impact is not material in any respect and is expressly agreed (including its impact) in writing by Ardonagh in accordance with the Change Control Procedure prior to the testing taking place.  The testing of the Resilience Framework shall include: (i) the testing of Supplier's and its Subcontractor's ability to meet the Impact Tolerances  of the  Services in the event of Resilience Event and any RTOs and RPOs set out in the Agreement; (ii) disaster recovery tests covering all infrastructure, systems and applications supporting Ardonagh; (iii) testing of recovery solutions and associated objectives that support the restoration of process is supporting the delivery of the Services to Ardonagh; (iv) testing of the incident crisis management framework unsupporting incident crisis management teams at least annually; (v) testing the adequacy of the Resilience Framework, including its compliance with the terms of this Framework and its compliance with the Resilience Objective (including in respect of the Systems, the Services and the business and operations of Supplier, Ardonagh and its Group); and (vi) testing the adequacy of the Resilience Framework including on the occurrence of extreme but plausible events or circumstances which may impact or disrupt the provision of the Services or the performance of Supplier's other obligations under the Agreement.   Testing will be progressive from one Test Period to another.

Scoping. No later than thirty (30) days prior to each testing exercise in respect of the Resilience Framework (or any Component thereof), Supplier and Ardonagh shall meet to discuss and agree, acting reasonably and in good faith, (a) the scope and design of the scenarios and tests to be used in the testing exercises, which scope and design shall reflect Ardonagh's reasonable requirements including the identification of an appropriate range of adverse circumstances of varying nature, severity and duration relevant to the Services and risk profile and adopts suitable methodologies, scenarios and considerations; and (ii) the scope of the involvement of Ardonagh in such testing.  For the avoidance of doubt, Ardonagh may observe and/or participate in testing as requested by Ardonagh.

Results. Supplier shall provide to Ardonagh a summary of the results of any tests of the Resilience Framework (or any part thereof) no later than 20 (twenty) Business Days after that testing occurring. Such summary shall include sufficient information and explanation which is sufficient for Ardonagh to understand and assess the outcome of the testing as it relates to the Services, Supplier Systems and the Agreement (including any identified weaknesses or issues relating to the Services, Supplier Systems and the Agreement) and Supplier shall promptly provide such additional information and explanation as may be requested by Ardonagh for such purposes. Ardonagh and Supplier shall meet to discuss those results within a further ten (10) Business Days (or such longer period as may be agreed by Ardonagh) of such results being provided and agree, acting reasonably and in good faith, any actions reasonably required as a result of such testing (including to mitigate any weakness or issues identified) and including any time frames for implementing such actions and any resulting Changes in accordance with the Change Control Procedure, which actions and Changes shall be at the cost and expense of Supplier. 

[bookmark: _Ref126835398]Remediation. Where any testing reveals that Supplier is in breach of this Framework or this Agreement, the remediation provisions of the Agreement (including as the case may be, as described in any Regulatory schedule and/or any service failure provisions) shall apply and such breach shall be a failure for the purposes of that clause.

Resilience Event
Declaration of Resilience Event:  Where Supplier becomes aware that a Resilience Event affecting the Services or the performance of Supplier's other obligations under the Agreement has occurred or that its occurrence can reasonably be expected to take place imminently, Supplier shall inform (by the most rapid method of communication reasonably practicable) Ardonagh's Resilience Representative as soon as reasonably practicable and in any event within one (1) hour.

Occurrence of Resilience Event:  On the occurrence of a Resilience Event, Supplier shall: (a) execute and implement the Resilience Framework (or relevant Components thereof) in accordance with its terms; (b) take all such steps (including the organisation of its resources) stipulated in the Resilience Framework and/or which are necessary or desirable or may be reasonably expected of Supplier in accordance with Good Industry Practice for the purposes of: (i) achieving the full recovery of the affected Services or Systems (as the case may be), (ii) providing the Services and performing its obligations, in each case, in accordance with the Agreement (including the Service Levels), and (iii) restoring Ardonagh Data to the Services, in each case, as soon as possible in the circumstances; (c) throughout the duration of any Resilience Event (including any period of recovery from the same) update Ardonagh's appointed Resilience Representative, or agreed persons via the agreed communication method on a regular basis (such regularity to be reasonably assessed on the urgency or scale of the Incident) and as requested by Ardonagh and promptly provide relevant management and other information to allow Ardonagh to identify any Ardonagh harm or risks, to guide and inform Ardonagh's own recovery efforts and for advising Ardonagh's Regulators.  Once initial recovery is achieved Supplier will continue to work with Ardonagh to improve and extend the recovered Services until they are operating within normal operational tolerances, the Service Levels and the Agreement.

Post-incident Review. Following any Resilience Event and the successful recovery of all affected Services and Supplier Systems, Supplier and Ardonagh shall meet to discuss, investigate and understand: (a) the cause of the Resilience Event; (b) the effectiveness of the steps and actions taken by Supplier to recover from, and mitigate and/or prevent any adverse impact arising from, the Resilience Event on the Services and the Systems; and (c) whether updates are required to Ardonagh Resilience Framework and/or the Resilience Framework to: (i) eliminate (where possible) or mitigate the risk of similar events occurring in future and/or any adverse impact arising from the same; or (ii) test, as appropriate, the appropriate recovery solutions for Services and the Systems following any Resilience Event.

Co-Operation
General. Supplier shall promptly provide such co-operation, advice, assistance and information as Ardonagh and/or any member of its Group may request from time to time: (a) to support the development of Ardonagh Resilience Framework and to ensure that the Resilience Framework and Ardonagh Resilience Framework are consistent in as far as they relate to the interaction between the Services and Supplier Systems and Ardonagh or any member of its Group's business or operations; (b) to support Ardonagh's and/or any member of its Group's end-to-end mapping of business services (including the identification and documentation of the people, processes, technology, facilities and information necessary to deliver each of its business activities (including Important Business Services or services forming part thereof) and to identify vulnerabilities and to remedy the same as appropriate) and compliance with the Resilience Principles, and updating such mapping and/or compliance exercise and the Ardonagh Resilience Framework on a regular basis and in the event of any material change to Ardonagh's or any member of its Group's business or activities, any Important Business Services (or services forming part thereof) or Impact Tolerances in respect of the same or any internal or external risk factors affecting or which may affect Ardonagh or any member of its Group's business or operations; (c) on all requested resilience (including Operational Resilience) and risk management ad-hoc and periodic reviews undertaken by Ardonagh and/or members of its Group (whether in respect of the Services and the Agreement or in respect of their business or the business of the Group); and (d) to meet the Resilience Objective in respect of the Services, the Agreement and Ardonagh's and its Group's and Supplier's business and operations; and (e) in relation to the Resilience Framework, any changes thereto, and any summary thereof as Ardonagh may request from time to time.

Implementation of Ardonagh Resilience Framework.  Supplier shall immediately provide reasonable co-operation, advice, assistance and information as Ardonagh and/or any member of its Group may request from time to time to enable Ardonagh to implement Ardonagh Resilience Framework (or any part or component thereof).

Joint Testing and Reviews. Supplier shall participate in a joint test facilitated by Ardonagh consisting of a desktop scenario exercise not more than once annually. Supplier will contribute input from appropriately skilled and experienced team members and provide supporting documentation as required to fulfil the stated test objectives set by Ardonagh. Supplier shall, at the request of Ardonagh, attend periodic reviews of Ardonagh's and/or members of its Group's Resilience and risk management processes (including Ardonagh Resilience Framework).

General. 
It is acknowledged and agreed that: (a) this Framework is supplemental to, and without prejudice to, Ardonagh's other rights, and Supplier's other obligations under the Agreement and, in particular, nothing in this Framework shall be interpreted to relieve (in whole or in part) Supplier from its other obligations or liabilities under the Agreement (including the obligation to provide the Services in accordance with the Agreement); (b) Ardonagh Resilience Framework is the Confidential Information of Ardonagh and nothing in the Agreement shall be interpreted as an obligation on Ardonagh to disclose or make available to Supplier Ardonagh Resilience Framework (in whole or in part); (c) except as expressly otherwise set out in this Framework, each Party shall perform its obligations under this Framework at its sole cost and expense.  Notwithstanding anything in the Agreement, Supplier shall be solely responsible and liable for and shall procure, provide and maintain, such Systems (including upgrades), additional safeguards, documents, goods, services, materials, Personnel, processes, procedures, requirements, risk mitigation and activity as may be necessary to fulfil its obligations under this Framework, including to comply with, and implement, the Resilience Framework and to achieve the Resilience Objective (including in respect of the Systems, the Services and the business and operations of Supplier, Ardonagh and its Group); (d) Supplier shall not unreasonably withhold, delay or condition its agreement to any Change which Ardonagh requests for the purposes of complying with any Resilience Principles. 

Notwithstanding anything in the Agreement: (a) Supplier shall ensure and procure that: (i) each of its Subcontractors comply with the provisions of this Framework and have, and will continue to have during the Term, appropriate operational resilience, business continuity, crisis management and disaster recovery measures in effect (which in any event meet the requirements and standards set out in this Framework as if the provisions of this Framework were directly applicable to such Subcontractors) and Supplier shall promptly (and in any event within 5 Business Days) provide evidence of the same to Ardonagh; and (ii) each of its Subcontractor's resilience plans (including business continuity, disaster recovery, crisis management and Operational Resilience) have been, and will continue to be, factored into the Resilience Framework (including taking account of each Subcontractor's process recovery time objectives and impact tolerances during the term); and (b) it is acknowledged and agreed that the scope of Ardonagh's audit rights in paragraph 4.6 of this Framework shall include a right to audit the Resilience Framework, its implementation by or on behalf of Supplier, Supplier's and its Subcontractor's compliance with this Framework and the other provisions of the Agreement relating to resilience and risk management and its application to the Services and the Agreement.





ITEM 1
Resilience Representative

[to be inserted]


ITEM 2
RTO and RPO
[to be inserted]






